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I NCA Pilot Service

* General compulsory pilotage on the
coast:

= \/essels over 70 meters.

* The pilot is a nautical advisor on
board:

» Operational 24 hours a day - all year
round.

* Pilot Exemption Certificate issued for the
with sufficient knowledge of local waters

= ~350 persons
= ~280 pilots in 7 district
= 24 pilot stations
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I Portable Pilot Unit of today (NCA)

Portable Pilot Unit (PPU) 1
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VULNERABILITY ASSESSMENT

T h e C h al I e n g e ! TRANSPORTATl(z)FNTlll\l'ERASTRl.TCTURE

RELYING ON THE
................................................................................................................................................... GLOBAL POSITIONING SYSTEM

* Over-reliance in GNSS (GPS)

« National and international O
challgenge, dependence in all
domains (land, sea, air), within Global Navigation Space Systems:
all users of Position, Navigation rellance andvuinersbiities
and Timing (PNT) reparai

« Known challenge

Final Report

August 29, 2001

John A. Volpe National Transportation Systems Center

* Volpe report 2001
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Technology assisted accidents - maritime

RELAX... THE
COMPUTER SAYS
WE'RE FINE AND

ON COURSE.
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I System Trust - Digitalization

Littoral High-Speed Craft
Navigation

m Qutside = Navigation Equipment Other

Pilotage Rotterdam

0

m QOutside = Navigation Equipment Other

«Screen time»
Head down time

Is trust in the system and lack of
system awareness an issue?

Hareide OS.

The use of Eye Tracking Technology in
Maritime High-Speed Craft Navigation
PhD Thesis, NTNU 2019:83

Q: Primary navigation aid?

Oversees passage RoRoO
Passenger ferry
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Northern Norway seen from cockpit. Photo: Private

Pilots warned of jamming in
Finnmark
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Richard B. Olsen tenker seg at det kan vaere yrkessjafgrer som vil hindre arbeidsgivere som har

flatestyringssystemer a se hvor de er, som bruker GPS-jammere. Her med to ulike modeller.



Vulnerabillities — Signal interference

---- Leica GS10
---- Garmin eTrex20

A 19:58 Last position Leica
Distance to jammer: 200m
---- Furuno GP90

18:00 First

position jump ' _, 19:05 Last position Furuno
Leica. 2 Distance to jammer: 800m
Distance to

jammer: 1600m
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\ 18:00 Furuno start providing
90 degreeswrong COG
Distance to jammer: 1600m

Time 16:43
Pl Distance to jammer: 2500m
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I Vulnerabillities — Signal manipulation (spoofing)
| - "

Black Sea Incident Report
22 June 2017
hitp:Agpsworld.com/spoofing-
n-the-black-sea-what-really-

happened/
< ‘ e i
According to AIS: all shipsin the area are S
pA P 4 7 TP
next to each other. There were actually no = et
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radar echo there. .o



I Signal manipulation (spoofing)

&

Vessel/Tug “Beagle, MMSI: 257270800
AIS information 18-22 Feb 2019

Owner: Bukser og Berging Beagle
https://www.bube.no/ %
Norge, Lysaker [

Type:Conv.

Voyage Analyser



https://www.bube.no/
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Hareide OS, Jgsok &, Lund MS, Ostnes R, Heikala K.
Enhancing Navigator Competence by Demonstrating Maritime
Cyber Security. Journal of Navigation. 2018;71(5).

Maritime Cyber Security
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Future demands

More demanding operations

Captains/operators asking for
redundant sensors

Maritime Cyber Security

Size, Weight and Power
(SWAP)

Technological development
» Human Machine Interface (HMI)
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https://youtu.be/b6QwP8NEgPw

Innovation partnership (2021-2024)

« AD Navigation

AlS
VTS — Radar Image
VTS - PNT from
Vessel
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Thank you for your attention
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Q&A

Contact: odd.sveinung.hareide@kystverket.no

www.kystverket.no
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